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S/MIME Example Keys and Certificates

Abstract

The S/MIME development community benefits from sharing samples of signed or encrypted data.
This document facilitates such collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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This Internet-Draft is submitted in full conformance with the provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering Task Force (IETF). Note that
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Internet-Drafts are draft documents valid for a maximum of six months and may be updated,
replaced, or obsoleted by other documents at any time. It is inappropriate to use Internet-Drafts
as reference material or to cite them other than as "work in progress."

This Internet-Draft will expire on 26 June 2020.

Copyright Notice

Copyright (c) 2019 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Simplified BSD License.
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1. Introduction

The S/MIME ([RFC8551]) development community, in particular the e-mail development
community, benefits from sharing samples of signed and/or encrypted data. Often the exact key
material used does not matter because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system. However, without access to
the relevant secret key material, a sample is useless.

This document defines a small set of X.509v3 certificates ([RFC5280]) and secret keys for use
when generating or operating on such samples.

An example certificate authority is supplied, and samples are provided for two "personas"”, Alice
and Bob.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are
to be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear
in all capitals, as shown here.

1.2. Terminology

* "Certificate Authority" (or "CA") is a party capable of issuing X.509 certificates

* "End-Entity" is a party that is capable of using X.509 certificates (and their corresponding
secret key material)

* "Mail User Agent" (or "MUA") is a program that generates or handles [RFC5322] e-mail
messages.
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1.3. Prior Work

[RFC4134] contains some sample certificates, as well as messages of various S/MIME formats.
That older work has unacceptably old algorithm choices that may introduce failures when
testing modern systems: in 2019, some tools explicitly mark 1024-bit RSA and 1024-bit DSS as
weak.

This earlier document also does not use the now widely-accepted PEM encoding for the objects,
and instead embeds runnable perl code to extract them from the document.

It also includes examples of messages and other structures which are greater in ambition than
this document intends to be. This document intends to focus specifically on identity and key
material, as a starting point for other documents that can develop examples or test cases from
them.

2. Background

2.1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/MIME protections ([RFC8551]) for
e-mail ([RFC5322]).

In particular, they should be usable with signed and encrypted messages.

2.2. Certificate Expiration

The certificates included in this draft expire in 2052. This should be sufficiently far in the future
that they will be useful for a few decades. However, when testing tools in the far future (or when
playing with clock skew scenarios), care should be taken to consider the certificate validity
window.

Due to this lengthy expiration window, these certificates will not be particularly useful to test or
evaluate the interaction between certificate expiration and protected messages.

2.3. Certificate Revocation

Because these are expected to be used in test suites or examples, and we do not expect there to
be online network services in these use cases, we do not expect these certificates to produce any
revocation artifacts.

As a result, there are no OCSP or CRL indicators in any of the certificates.

2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for example, in a test suite or an
interoperability matrix), most tools will need to accept the example CA (Section 3) as a legitimate
root authority.
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Note that some tooling behaves differently for certificates validated by "locally-installed root
CAs" than for pre-installed "system-level" root CAs). For example, many common
implementations of HPKP ([RFC7469]) only applied the designed protections when dealing with a
certificate issued by a pre-installed "system-level” root CA, and were disabled when dealing with
a certificate issued by a "locally-installed root CA".

To test some tooling specifically, it may be necessary to install the root CA as a "system-level" root
CA.

2.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a chain of more than one X.509
certificate. In particular, there is typically a long-lived root CA that users' software knows about
upon installation, and the end-entity certificate is issued by an intermediate CA, which is in turn
issued by the root CA.

The examples presented in this document use a simple two-link certificate chain, and therefore
may be unsuitable for simulating some real-world deployments.

In particular, testing the use of a "transvalid" certificate (an end-entity certificate that is supplied
without its intermediate certificate) is not possible with the configuration here.

2.6. Passwords

Each secret key presented in this draft is unprotected (it has no password).

As such, the secret key objects are not suitable for verifying interoperable password protection
schemes.

However, the PKCS#12 [RFC7292] objects do have simple textual passwords, because tooling for
dealing with passwordless PKCS#12 objects is underdeveloped at the time of this draft.

3. Example Certificate Authority

The example Certificate Authority has the following information:

* Name: Sample LAMPS Certificate Authority
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3.1. Certificate Authority Certificate

----- BEGIN CERTIFICATE-----
MIIDLTCCAhWgAwWIBAgIULXcNXGI2bZp38sV7cF6VcQfnKDwwDQYJIKoZIhvcNAQEN
BQAWLTErMCkGA1IUEAXMiU2FtcGxLIEXBTVBTIENlcnRpZmljYXRLIEF1dGhvcml0
eTAgFwOXO0TEXMjAwNjUOMThaGA8yMDUYMDkyNzA2NTQxOFowLTE rMCkGAIUEAXMi
U2FtcGXTIEXBTVBTIENTcnNRpZmljYXRTIEF1dGhveml@eTCCASIwDQYJKoZIhvcN
AQEBBQADggEPADCCAQoCggEBAMUTZ8+NYSh6h36zQcXBo5B6ficAcBJ1f3alxyN8
QXB83XuP8aDRWQ9uJvIpQkWVH4zx96/E/zI0tO1DMYtZNqral6h+gxbHIgog2pRw
RCOiyYu/p2vzvvZ1dtFTMc/mIigjA/73kokui62j1EFy//fNVIihkVS3rAweq+fI
89gJHSMhdc2aYa9wOP0eGe/HTiDYgT4L4f2HTGMGGWQQ]j1vubOgpR4YHMNGroGyEA
63mHUQUZpnmN1FE1+nVFASNtuduF++qf/tkTji89/eXYBdKX2yUdTeTIKoCI65IL
EXxezjTc8aFjf/8E0aWGVZR/DtCsjWOh/s/mV7n/YPyb4+ECAwWEAAaNDMEEWDwWYD
VROTAQH/BAUwAWEB/zAPBgNVHQ8BAf8EBQMDBWYAMBOGA1UdDgQWBBS3Uk1zwIg9
ssN6Wgzz1Pf3gKJ32zANBgkqhkiGO9wOBAQOFAAOCAQEALSU91Bmhc6EgCNr7inY?2
2gYPnosJ+kZ1eCOhvHIK9e0Tx74RmhT0e8M2C9YXQKehHpRaX+DLcjup6scoH/bT
u0THbmzeOy29TTiFcyVIBK+SEKQWW4s98Fwdk9fPWcflHtYvgxjooAV3vHbt6Xmp
KrKDz/jdg7t0ptI4zSqAf3wNppiJoswlOHBUNH2WIMIYkWQ4]jYj5socblV1IklHOr
ykKUiEZAbjU+C1+0FhT4HgLjBB9R4H1HOIRKsggWiZBBI6UpNOdTN4iDOmMDValjy
sJggWnIViy/xaSDcNaWImU3o02KmkMkdpinoJ5uLkAHQgXjFaujdUlPkufeA7v3uG
R==

3.2. Certificate Authority Secret Key

----- BEGIN RSA PRIVATE KEY-----

MIIEpQIBAAKCAQEAXR9Nz41hKHgHT rNBxcGjkHp+JwBwENnV/dovHI3xBcHzde4/x
ONFZD24m8mlCRZUTjPH3r8T/MjS3SUMxilk2qt rXqH6DFscmCiralHBEI6GLIi7+n
a/0+9nV20VMxz+YiKCMD/veSiS6LraPUQXL/981UiKGRVLesDB6r58jyokdIyFlz
Zphr3A4/R4Z78d0INiBPgvh/YdMYwYbBCCPW+5vSC1lHhgeY2qvQbIQDreYdRBRmm
eY3UUSX6dUUDk22714X76p/+2R00Lz395dgFOpfbIJRIN5MgqgIjrkgsRfF70NNzx
OWN//wTRpYZV1H800KYNY6H+2z+ZXuf9g/Jvj4QIDAQABA0IBAQC6LWFU7IkZPDEA
/71dV/huGuNPXuB67rLGelpJL7B219gwPdHPPCrLohPy3GuVYLT94AM55ev]tXRv
I6GFpWs2j58kKukQ+GL7M2J11G3m4ndNIGS2Vu7DXEnGhrcDTg5wDjJV++pQ2r9d
7uAo0L99g1cW/NIQm3FJuSZPssFHdj fzFrirRUwLPq9RoYsvst/EECxoq5W0ZbeM
0syGJ0ARsJpvBhIMFq/6e0/dFfTR4qba3BPORksbETRNUk71d2iQJ9huzZkThNz11l
1xMpvpYRCHkmM8CIVzvbOIsCBmio/5YpShP3PVB39Zw5XDs/A9YNn5b46hjEX45mn
HTgaAz/JAoGBAN7ayderxL4COjm8aif3wWMazXetuU8dUOjeYAmYCN1+R6dxtBSI
KAv770caDfDD7wxmjBDgEIBQIHYUP030uXiGt6 r3WWNEzvRp3VbOSOTfROMQys1K js8SST6XQMVco4LiUZBOyo=

----- END RSA PRIVATE KEY-----
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4. Alice's Sample

Alice has the following information:

e Name: Alice Lovelace
e E-mail Address: alice@smime.example

4.1. Alice's End-Entity Certificate

----- BEGIN CERTIFICATE-----
MIIDbjCCAlagAwIBAgIUZ4KOWXNSS8HOcUcZavD9EYqqTAswDQYJIKoZIhvcNAQEN
BQAWLTErMCkGA1UEAXMiU2FtcGxLIEXBTVBTIENlcnRpZmljYXRLIEF1dGhvcml0
eTAgFwOXOTEXM]jAwNjUOMThaGA8yMDUYMDkyNzA2NTQx0FowGTEXMBUGA1UEAXMO
QWxpY2UgTG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDD
7935Z2dG2JAzzIGNZDZ9sV7AKhOh1RfoF j TZN5m4RegQAYSyag43ouWilxRNOav O
UTYrwjKo4qRdV7GzCACoEKqg/xiNUOsj fIXzbCub1N3fZMOXDshKKBqTh1K75SjA9
Czxg7ejGoiY/iidk0e91neK30SCCaBTI1fR2ZDrPk73IPMeksxoTatfFOhw9dDA+
/HilyptN/aG0Q/s9icFrxréy2zQXsjuQPmjMZgj10aD9cazWVgRYCgflhmAOV1uQ
11wobYU8DAVxVn+GgabqyjGQMoythIKOGn5+0 fwxXXUM/ zbU+g6+1ISdoXxRRFtq
2GzbIqkAHZZQm+BbnFrhAgMBAAG]jgZcwgZQwDAYDVROTAQH/BAIwADAeBgNVHREE
FzAVgRNhbG1jZUBzbW1tZS51eGFtcGx IMBMGA1UdJQQMMA0GCCsGAQUFBWMEMASBG
A1UdDwEB/wQFAwWMHOAAWHQYDVROOBBYEFKwuVFgk/VUYry70ZkQ40SXR1wB5MB8G
A1UdIwQYMBaAFLASTXPAiD2yw3paDPOU9/eAonfbMAOGCSqGSIb3DQEBDQUAA4IB
AQB7604Yz7yrVSFcpXqLrcGtdI4q93aKCXECCCzNQLp4yeshbbrqaZHNItwYcI5T
gbUym9hJ70iJE4jGNN+yAZR11tteOHFKYIBKM4EJumG++2hgbUalLz4t106BHaQPC
v/9NiNY7q9R9c/B6s1YzHhwgkWht2a+AtgJ4BkpG+g+MmZMQV/Ao7RwLFKI90TMW
LBmEXFcpIINOHpPasTONEL/MmotSu+8RnClAi3yFfyTKb+8rD7VxuyXetqDZ6dU/
9/iqD/SZS70QIjywtd343mACz3B1R1FXMHSA6dQAT2btGumgROKiAp3KkYRAePoa
JqYkB7Zado06ngF1OGOFHON+7

----- END CERTIFICATE-----
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4.2. Alice's Private Key Material

----- BEGIN RSA PRIVATE KEY-----
MIIEogIBAAKCAQEAw+6t+WXRtiQM8yRjWQ2fbFewCodIZUX6BYQ2TeZuUEXoEAGES
moON6L1otcUTdGr39FE2K8Iyt0KkXVexswgAgBCqv8YjVDri3yV82wrm5Td32TD1
w7I1Sigak4ZSu+UowPQs8Y03oxqImP4onZNHvdZ31it9EggmgUyZX0dmQ6z509yDzH
pLMaE2 rXxfYcPXQwPvx4tcqbTf2htEP7PYnBa8a+stsOF7I7kD50zGYI9dGg/XGs
11TYEWAoH5YZgNFdbkJdcKG2FPAwFcVZ/hoGm6soxkDKMrYSCtBp+fqH8MV11DP82
1PoOvtSEnaF8UURbaths2yKpAB2WUJvgW5xa4QIDAQABAOIBAA7vVrwuIG4ilDwGq
EHj FARXJSX5D+dzejMTHKkXALINMbYST13NCp1lsOfCfOb+pmmYRkX1qg3qqfzsS2/zR
ppZDUe19+8ZKOH6NTIDWRsIb/mYS6GWCMKHM3WTWRL190CkY4 ryEksHA4THjQo8t
dPtWlabdrp7crmHCIXMYn143HdSAdCIB9StRPkSgyHjyFLOThReOog2Nsm7eShmov
TWKMUESFku50HFPLUWSFYLEZHJar8ZI7qYbT7X6IamX0f9aTMPDAlrqAcix+4KQa
zF3cNY1xgq/yIvtsv6oyknTStwli3i46PWzMWTf845Eayunrg8e6F3hWt7zndjXwQ
Jg/gAAECQYEA3SL102tGdb5gWHWzzZAnTzBM01Z3toEN25LetuSmY7mxkjMTRDAL
5V0dpSXrVFaT5r8qwU9yFEm+0uB6k52CVbTE1Fp96J]1bzYjZnKalLn50G8+HSLdtn
1vj1XyCGRDJIKJI8GaZpZp+WvBfp6449WpSqupXMdIOM8j fekgTEh6rgECgYEA4tKM
Da3tFEEyVy97SxZV9ep9dhE7kmVQnr2pvt2YfITiKnSo2kkj/qKoMi2PhS8700JQ
J90bDngqI5sIo/0Gi+hwYRmcKCrvfnfJUEq3v+3BFQYPDfwktgiBu5TGDNimFA2t
1+23SwwCPfjPh5frk8GTg0Is LRhXY3djNPhhbOECgYAojSegN9HZ8alVUKFnRtIO0
kXrcURTu4Mebx1kVDOT+UKUhTEBCNtmPWEAGcueutZmlrMS4Yks3MTazMUsJGs81
zEpz70w8RTMyg6/0LASamwEaZATY5+003MqSQTKd+uLiW3xm55pTZNE82PpqvVmn
/G94VgsGb+XARynnEzt8AQKBgDER356t+9Yf7KYT5jtqT5pt6kpbm+ql5HUTDV/t
rkK13BB6vMkBXBmR2B/EjDiN/9vNs+y5E1S/iKyucxJfDfV4TIQzAn5nJABraCoOFF
iM8KvnSv5N3fqImA+Z/9JYNt8y/vbZiqoranmGyTwUHSSfKjNDEelcqDg5RPIbUL
7s3BA0GAdgDExOK1sW/ebp0tb97 fBNIRgUemSUctUiaV1limwIkulwuxVvD8z92xh
g0DszHZThSIvZwrhxFOVqPEgh1mDWVfuSHG1g74gDyPy5p30nEnrk4bloBhXit2Z
pUSPj7ME4rNgAEX1fdVUPq4T1Yq951DMafQlCmUZUODNUuAy19dc=

----- END RSA PRIVATE KEY-----

4.3. PKCS12 Object for Alice

This PKCS12 ([RFC7292]) object contains the same information as presented in Section 4.1,
Section 4.2, and Section 3.1.

It is locked with the simple five-letter password alice.
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----- BEGIN PKCS12-----

MIINxQIBAzCCDVOGCSqGSIb3DQEHAaCCDU4EgglKMIINR]jCCBC8GCSqGSIb3DQEH r7v7XV7jTpSx2ycbuu8kPGvmv1IWX5pVE7 ffwj
CWHTSAokYLc8FNXluneli7ePcGTSbNHg8eTMg3AWb3vGOCgmIbgt896AgsbcYsAr
+049yZL5b08p76A3ZzNkkNR8qOBgYenCiuT+Bs2VB25kbHbkozPJ1/BaMYN4uAuA
sLc6peralilf/gv5jTgcaH1f9gqIv3pn6vKha6GptrZL1u8AU7XX11A8s2ICBY92
VtqUpffBEVLG2qr84Br4ZGIJ5iWAEQT6FASVVXtKenPOWNAe5ZX/HD5InhzhQww3
bxpzYP+vderrbYyyUBKvnZUd+wgfiGjVxcuv3MGw/ca®KxdQ/70CpatInFmkaBkl
KS0zFG4kXzGY164PUvIyOWYcO0+sCtNze3FqjWWKTXTuBoeccyuekWDXeEL/6Uoc]
ptOoRGXF3PqHNCIORTWGXt fkF6dBmterFuHFrQYgs2m5vMX7/80SgZ11NL7t7H400
TWt3GHgwvK5nwwgAYYn5crRIxylawpjmQvtA+OF+R/542w30tyclbmo0Azj5R8Z1
PGA/0eUq8Q7VkwCqlcMi6eX261vvXvBdcLr42hrnrZRYnsHJ/XRg6uz7hQcaKH5+
qul5Jdgwgg0vBgkghkiGO9w0OBBwagggOgMIIDnAIBADCCASUGCSqGSIb3DQEHATAC
BgoghkiGOwOBDAEDMA4ECH2Bt5G61vBfAgIUbYCCA2gMr1bPEerGCQBxD+3Chj3T
PU5Zc81j1IMQIU/UruwW2mM8zaZSEMxpr7tHwlYvcBlOYrLACWfvOpAtDahD3RPGpF
Gk7ro0039CIHdCU6bI3IKkdCyNuYdIwhKuctbhXxhD7VOaUuWF7SVNmG7Y1in90Wj
20yw3NkzaD2jZV1HXKACWEN4gn8Bc5T6jJ4FzQjaf4THmVdvqthj FmUVSYfz+akY
12c0x3xggeP0df3nHOReH1/yXUly7keILIsYeDq5Tg4SC7kFntbxEO5VPbH1ZzXxQ1
XQfaQv15Nzz41v00AGgW1h0iliAU7qlpT/ej+PKIZwtLa3pw+LrPwgaVWTXfWyBq
NA89QfuoGXbgmIPNaC+wNjE4II9r3Uc0i96JIhhkyqz9Tni/42JuxTR4mo4bbixn4
gBHTZ50UicHStoOEMaydWnE32xBbqEOUF361YC2Xi9SAn8CIqwtV/J3WwFQRwji7
YcABIXsKo5dw9RLIWIw2yRRhcUwl+V0zS4v4GOGSdZVIGolr1lH10c5e0pIwHX7pW
7LrLYN1ZBmiee+kkafPafFdojbB1l77aUk0gkoBmhAt4XpXnfMoFBDQH7PfzBNy9d
USFsKqvOALSsCNBdse2hBbTTr3xstOR1ulXcZ2rwbAQfXk/Duy+JjtW07047 rAvR
t4+KzQm6Q1lrHBWS8vv24HrP1geTjRbXGH5c1TYgbDknypHpmb0e9fGI14ECNIB3K
gq9ubADc1JsyB+K+dUzkfaQjEMKL fWWKYPWNmo2NJ1uKknd4116h1D4r1HW2e07qk
NbUn2XroJSBknKO+CgxMJqYKL9IUgiLxxB+dFA6GqOIbcD3PXLD/k103GgveMvV7
8az3LfpMuKDOWJ fCw4R1idGFRgUOAIuU2y/GdawRERLbEA3u6ayxe901c600WFI6td
3bBpaNy2K+hryq2u+NByFa5EixB0+U9HQd7xcYL6Z64DpKsLIRENKWquiTYdzSji
KECQIIC1iQEv/WNWzYFEO/Mw5TutLjkPO5EINCZIotUetGgxISLcEB4ANhzFHLSsgg
RA27SvtDZ36sD8LTEqwSBrw4f/b+ER66ZU1rJB+N99rmMRgO2wGd/9si0S15Ntww
TkMiCJv/7dv2kTPTD1dG3kuNSHOEspnQ7Ih4LF5P204SVswVUC4GUzCCBVWGCSQG
SIb3DQEHAaACCBUOEggVIMIIFRTCCBUEGCYqGSIb3DQEMCECOIIEY jCCBOOWHAYK
KoZIhvcNAQwBAzAOBAgeMVIxqpj2fQICFPsEggTITkrmiezeN/JQ7nBhIMPWgFWZ
KGsfA5h7jHKKj5qaA0KssGIUEstvfPX5sz/X/zwQv+V4gXeHUP+0Do0cD56wiTWg
VB001eZ439bhyRCMC5cQUbjeSmpTsABvQNIHUaJ1i9DMzVwct6rBfODVS7mr8/wi
wF+sQca/Nox1tbiH+YXn7qcMq9dC7UONm/b65djhgpO1lhP2/zSelvwFssUx6¢/8s
hQIgn+6/vDOEVWPYg7KqZdtLn2ulIU1z04WCvpPckGoBb1lpOT+dNWXLgsYWQb9aE
hmQYjSeteMDzLSaaz9Qm3yf/sokkT/tUtqlX0Ln90T7ZAgah124T422SNCQKglGJ
wmw91YuhLK2hhDEfP1Ax7q4vvT9b23gkRybYt0ov+IBeQw881cJI8bgKMoWUEOBBmM
fkmgrfYXAaK54ZUTEm2MQMwuTDTNmns9IzVSeULaA3SUGXFEVhs2rvjgMcG851Rz
qz8r/wqZhLpoAuNo8rvCueAE+095svpFCVXfsp+ehh+yCx8xagqLLInIE6+1r511s
LUcIw3S/DyoJwVg8Q0631cQpZz]oS8697TCY6jHtgzKchGVOHauPX+44kPn2VnSF
sVxazp2binU0/r/Mdtxkjxpfs0cwM3hcxQD11GIDs1AIj7xQvV9YwzgbVbO2U8Ln
ThR9gLSCGEXs18pndM+GL55Q+TWhTTBRPGhTCsyHMpLORif4Qwh005eVMOXKkGbk
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/5hd13/s8nM6yXFiZ7ZDH/LQDcOW13TPVqlU7Ws+4zUbvY11la4MfqnOd2KIBvOtf
NEO1BzwHZ3XRq36RP8s rR8pFPwW/yQywQhL/k3pdH2guTJHBTC/HGFLa0+RbQjGh
zsKHjefOOSAR4WTV+/Dw0O/afGNUgJ69288BryEasj3+tji4RDx/gMPQs3zvoEQVX
MPO1xgNrVtBdJiep36sxokssPNutQQauDBPGOnvMej jyvjHK20Fgz88dwRIxeW0OI
dr81RYN9ak50hJfEG81i6c5W3NpvtcMNncAGLFsgkxIKW7PJqT6jYZ51KQ1lxhzv28
5K1U8RQT6q0Zc6IM806gPMNUoaDh2mcuiadqChutwCzjHL1ernrOy40ihmLu/X61
uoY6MIPb3fdbWK7y5s81twh2ubTKAh5MvZhox6p7007nTfRAgMenHh9bx0sgho/pC
tp5V/8EG/WL8/DIDQbuzYeqPVIVSX6EUDNHAkZKTnsNYWEHi0f1BMwgDOMEKLaVa
41t++qCQbrMIw/g01leGWFfzQ5vYPOmgm/O0KWKmby fgo2pRkhqlmvgKKMIY3Cm4hr
t85Y/7Q8RSXx0iPnwUl0vYLx4q6/c0/1tEccVATRN+YB3NTQk60NacsOEQT8WKoW
2U748qgDb3NCh+t1iCf4Aw90WR478rzU36hKLRMSfXRHIwIspHF1v3XxGrriws9syk
YTqv6tasytWGG8trwGIJA/HRFrQOQLWrMkNVyw3UjLQWOT8YViOXGyNtx3K4bw4ir
1ZIdZhLe+JoVHaAd8FEtIuvULCO9KCIS5YImOELN7D1y6PyQ3Cm8U7R7zRcYkruHthb
hukumLkKBYKukQb3fJINyeUrQUOQBNct9j2YQ5ssX3BL270FNQXxay5eF/i0IJkf5
baAMs s04MUAwWGQYJKoZIhvcNAQkUMQweCgBhAGwAaQBjAGUwIwYJIKoZIhvcNAQKV
MRYEFKwuVFgk/VUYry70ZkQ40SXR1wB5MF8wTzALBglghkgBZQMEAgMEQDazWV14
R5Ze7BE+1c47t07S5FAX8y5JA80cPsx140F2brdekbv4hroGjK3Y04Mklsm7glKQ
Mr2Ty/Cl3gCOfOMECENNGvi+IeEtAgIoAA==

----- END PKCS12-----

5. Bob's Sample

Bob has the following information:

* Name: Bob Babbage
e E-mail Address: bob@smime.example

5.1. Bob's End-Entity Certificate

----- BEGIN CERTIFICATE-----
MIIDaTCCALGgAWIBAgQIUITPuMGOCCXx8CzTXIwT4633mmG8IwDQYIKoZIhvcNAQEN
BQAWLTErMCkGA1UEAXMiU2FtcGxLIEXBTVBTIENlcnRpZmljYXRLIEF1dGhvcml0
eTAgFwOXOTEXMjAwNjUOMThaGA8yMDUyMDkyNzA2NTQx0FowFjEUMBIGALIUEAXML
Qm9iIEJhYmJhZ2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDCZ] lu
Li0OrpoCsq2s8SHgb91QPP5bdfzfalg/G611HUhfavEX9zZ1luyMwPPE50wqwV2R]
X5dg0OkStyH9s93a5D59pPnX80J37XEqNKwxqSfIt7 LRmM8BrDvSP551P70fx+0+2
MzVA4tA6WUaUy2j9984CMmXH/CHjBK/+w21vSTmzFVGmeTqgxxHONbd2z0qQ6Yqr/
LBaHjAWl+tj9Q+2nIjEQFKIWs6vZ113Xwid6+dAxrtpEO5rIpKZcbn40qT1lpyDpr
yINk8h3P90nwr0ISpd1lAI2p71ZDdLTLd8c6qZGBPjmHWTUNjmHOoy33uBukT73RU
W6 raD8MwM4AhQ4ETAgMBAAG] gZUwgZIwDAYDVROTAQH/BAIWADACBgNVHREEFTAT
gRFib2JAc21pbWUuZXhhbXBsZTATBgNVHSUEDDAKBgg rBgEFBQcDBDAPBgNVHQ8B
ATf8EBQMDB6AAMBOGA1UdDgQWBBQBrAKQ6DjOkN4Z7pXzMnThZgAopzATBgNVHSME
GDAWgBS3Uk1zwIg9ssNeWgzz1Pf3gKJ32zANBgkqhkiGO9wOBAQOFAAOCAQEAa/t]
ZPgdlmc7Zbn5bccc1TXNNn8gBhECGHmMa4iSTWczDUmsNjezmDNniM3hs8Q0qUZvx4
ey6diTlEngrkZ8bnwsX03k9Bn8UDPT5Y5sbxwEHpwKew41LRiLPOZFSh3DzCKYS7
HDSXJsJEGoplAwzKxtRss06C35g4ELKOQ2MwLW1u95f0+rC4q+vYndS9NzFyS3Bj
MIt37gN+Yy8h/r2wvtPVJ40mYNGmtQhdNuYnr56LO0uFMmGiMIYXE8owo6L/kzCcy
YxxCy711bnBOWLGcJz4HmMRMdWIMRDV+mgLmTNNN8mP1tgQUIgE3KNrYcSTOv2kk+
N+cfxLhCOcaHFL5G8g==

----- END CERTIFICATE-----

Gillmor Expires 26 June 2020 Page 10



Internet-Draft S/MIME Example Keys and Certificates December 2019

5.2. Bob's Private Key Material

----- BEGIN RSA PRIVATE KEY-----
MIIEpAIBAAKCAQEAwmY5bi4tNK6aArKtrPEh6m/dUDZz+W3X832iYPxutZR1IX2rx
F/c2ZbsjMDzx0dMKsFdkSV+XYNJErch/bPSWuQ+faT51/KCSelxKjSsMaknybe5U
ZjPAaw70j+eYj+zn8fjvtjM1QOLQOLLGIMto/ ffOAjI1x/whdwSv/sNtbOk5sxVR
pnk6scRzjW3dszqkOmKq/ywWh4wFpfrY/UPtpyIXEBSpVrOr2ZZd18InevnQMa7a
RDuayKSmXG5+NKk9acg6a8pTZPIdz/dJ8KziEqXZQCdqe9wQ3S3y3fHOgmRgT45h
8E1J45h9KMt97gbpE+90VFuq2g/DMDOAIUOBEWIDAQABAOIBAAVQiKcAmXCION9D4
KQP8t7H20H2C53aJii/NvIsBVI1z1SVva220cZ7nK7FPOt1PzTOAbDD1ZV7WCKSD
LfNiPhLLNOX/LM6It75VkpZXym5fRi0W03zmokgfZY+1ZK1CnaogFf19zTu/TSZu
rJJ4dk4RFGOfwP3RTgGIFDEokWsU7 fNS52VCndOWdGItOEmsZIfX9H8rnnSrSTro
Dsk9cQjyjMcCH7X340KDUaVIlRtx+1Y1bPTyuKF2nbNjSWfsYhuIOGT4xGm6Trda
z6bWjuxH7nNrGKrt014aE8Xv56sC+J5ulwaljf/V+eDZVfpVgiXyg6oa6lioPv7u
rx7cIQECgYEA90vq0i/0YdDNQTIXBALNMtS1WLXgrpzE/SNPEV5XknQ5yf6rrkKZ3
+1r/réw20pr4PY+3/igMoBZcN7YgIMIDrkg6bDLzrS354A9dZLDBNAGCNDROYY87
U3f21jjpCA2zZrahYhhKs fyMxt2w3cUs02990YgjNwLaLI7LrXvPad4ECgYEAydpv
fw+zdEcOXbGGILb4xiiFpJY2s604auZ3/s/y9W3v8LSKrytHHopQOg3GALVQi+Ay
LWRBIaJTzEueE6LIYINZI2+WvK2zP2GB21/JX5MI3x7AcRp//1muyhnW3GfyPGpg
6zRE45dZPm9nklywl4+y147ubdOvNyxifBmDxpMCgYAQHb1F6HIZO0s jwBhZiS06W
kAj6r/Wx9FV8Ip64h+451JdueNNICem119T26s7wrcikXYytdHi+zjdg/0rEuke2
UMpg4EPFgkff0aHlPxiiChQBmfw4YMCECEd6MmYpPJIw]js611luirEdMx/LPfC1CL
rnIFHLOQj4MrfnoZ8QnyAQKBgQC6WT2ryPv8MiynAi/4jdL3ZbuTadYQZK98CU70
YGRFbnwf9R0/gC3FIR3RqpuMW9e4+n5472C1lwl2ncnv6XMLj 1P8wdrlrcNTVg5hV
xYVsBZsgGQzCnhtiyxHRpK82hYQdgHv/SB79GeGbAVBVZz9p74X6X6q11mQLeZcx6
EzgTnwKBgQDjWmtDk85A0GQuIBR7Q0B+CXb39j0a78Qwywpx+XYibmg+N3aD1lyJB
8VVtHWYbq3wM51EdjxYVagyKd3IKIjnPbBIWI jFWqEgDXmBROWwWR8DBpfvff3jh4
JjK+LtvnHhhwOOKt fCvZGplZYfSfCltLuodBMNjXxUX9u04bqTyqgx/g==

----- END RSA PRIVATE KEY-----

5.3. PKCS12 Object for Bob

This PKCS12 ([RFC7292]) object contains the same information as presented in Section 5.1,
Section 5.2, and Section 3.1.

It is locked with the simple three-letter password bob.
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----- BEGIN PKCS12-----
 rTfk80eTTXPKLvVO2TENMN9pBc+DeQ+gK3Mmt2u
UrrMOOmDS1uySON57U6t+GWZeAT4Zeub60U30WjsgM5CIcATA/2QAbkhGab+ngp4F
hEPNMYVVNHXqwAfwbUTg9qDuCqLVjghS1T8n0V1/bBONtuTSRjwF30z0fbYOulm5
IYWLINjpSY3qnsb7CMGlzeJUGPV5tjgL00BgVt1VyZSCzw21Zp9nIXCcsboLkF+B
17ZmIzNFh1Ut2W5UZX7bxwIgvW+BIVHY5wuAzMFO4GxgygKenCfub®1C57hY1Mp+
BO5Roe4aqbiaiM7doEKCcZQTAQYzIIZYZxVvOlva7Z1+Qq6UA/uOKAdAIDaZ8b63
NRN6KU8NncgATrpNpXA3JRxHirkpp7pBC7Ft0zb1D6Dhmo+NzHQEPAALNE122BWZR
4PnrUWhvLwN1Tqq9klrXfTFIyvKwoLIwGBTZK69u2uoLX+HioBFNFhhua9Aj6eXe
sGBGNMNgFhSghM1S3amK1DRa9k5kYx94eWgac44D0B331icLPzjAYvwqlEiLDXOB7
0Q6905D2zR3nKulgKAq4NDkRwgaMITvqjwlcf1QXYA8SMeMdsVLTv63bxmxNmMIID
rwYJKoZIhvcNAQcGoIIDoDCCASwCAQAwggOVBgkghkiGOwOBBWEWHAYKKoZIhvcN
AQwBAzAOBAhot+9QPhtLWwICFK6AggN0o49L9gonFW0JJv1Q31IN+Y7pc5DHOScfc
NS rBBNAM7 fcTwBpJzciusYu/HdYBvqG7Kd5hPXIVwdINXzFphQ8DPd4wcoowJb+8
z1zjY/8armxwFGuTz4Zhjn11xo+32WPdX0j5tr3etKFvRbH5t0jppwUY7kLk6L5X
RCLMfVwZBczsB+aIuB02CowxRpj9g5Kb80sfZbdqdo2A3uDZ6ZjWNalam6V0I2q4
SD/iEGQRs7H+1mLTywMdmxxjBVzrcbE5KwczBhrleMMSwW+hN+EVOcOTZd5A00RT
vHb7LxaKQwqJ2mpSP3ymOYY6 r+BENa4Ciok3CTYuti8i2dKwWBgmujBBua/alLWfJa
xHSwMFeWa22 fMgn1KLmEJrOyTOW1i12Li5W47L8mIvAj8PyjZ7ELTAASPWuocrqgH
gDoSepaufvidOGtdYYE3+2MWMn+RZoyt3ZjJ0jtI+N5Zob1MyVtKOdILSsAaJj0o
BdoPK7C6¢jXNxw5DGHcKOfrSvPSSNfisnxw+8R/AlshS6DmvRscA22qzbpfDkhFq
ydpMa+/K9vN2u07v2ja5ayIlaft2N1xorAUF6NMFcI/uoHWweAoz TKXb9BSrUTNck
X1z8H9m28vkKw9lguUfOTLZyLP8neGD+jMVIvpuH5uuu7nuxdLbbZXsEm70BtUPDb
kOZVPYRc6PAgm+5nNGYyp/IsS/iCOV7S/8rUmoOxuzPzj1+K/3eSrjTd8UHxszYo
WxP8ph7cIWinnlKNaTBDiG6K7Dul7AxcQPjkAvv34iQRgmhmjplAe0Z1CEQO9p9Ve
AMQRTMTG9Ki0XbUTd3XfOR05Sy20BqgUc55kPzrxpmLhT3Si4QFYuRyNXCeSvnaW
iV/0QJCSTLA1EWqVYKANCK+a2CUEVQHyYiJ1mX9DBeBRACHIhgXJqoHLIP3sqPd9i
akrFhfLHVEO509FCPb49pxBMg2E LEXXPIycewfDFAUj rYma+FBLELGs j4EZdVAKb fhWBhPsMOVvwCnGCdLhBP/ihoV2YAF/rtxfb/iI2ST0XF
fFh8zE8j10VTVqF1rBAa43FcapalQbEHv83WSmZy4pHObOfGCqUOTFNLwxVbQRI?2
KxkOLjp8dD6d6uati0zOLr2vsk61AewNDv523vCvuviMIXvMUpJE4LIQ4M2HOVDD
4EuSMBmdJy11P4WE6NMQgKE8bG5d8+YYfcgAY71KXnpq/Kah5zNgkO5RNAhg7LuV
ujhFjB6ypA4TRiVrVOiMtK8U+ZAHS54B2VU3LqcHv4F7cf/xZ5SRfRBnboDF18A0
WCtpSST20H21X19BeSrZhjc543G4s9e9vjYD2AhChSQALIQyadX0EUY87ryyTiGZ
G6/YoD07rcsxZVufiVITK1cz+Kx2pxEb3VgDfLLcziSi5xvYPeFA+HPZ6jGbME4Y
KNOtyZBQDINHEjaOP51AfQlePg50fS21I9k2D5URVEq+LVvksE1I86tetcUnU8NnCj
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y31M660JCbQ4v8TKyzDm1WOBATN8yhfWG6WITtapt4qVBTKmPY2Ak+rLNP5qTI6X
m3KDA1qSVNd4KNrQWOFtORWbIUOV2ul+0F3njleGGsXp LWfKwwVdkD2Tc462qWdZ
CR/Lp41DrVed+Ezf52emkaaiha@uAL1zU2VGVWoBTgFeHPBUSGG78/tLPuzSfsVm
0+8GCPmgLqrZv+QoezGpdFbwcDF+AXaDTTKE9OKkgMkOACtULIMIXZ7S/edNs9XSL
gevUe5u+y3IyVoTOcShd2/xXNdBTfzEErTO/NIYJiuGYb3NOXFvjiziOflW2Newdl
pM/kh4SW9cJiaDv7zAziztAUKBU4EqoS3N5deM+1K5newIaBBX9fdugEc21D1uPK
kM5J1ic06B+u6WpcUIMIsDyiHOzXMNoILd1SoU+XvKFXPVDOmg8rpv3Ff3INJE+0Q
0D017XJZGY9FdQiRRN5A5EQsQxYzde05ax9sVqGMsQo/5Y rXvGzAmQ5KT8DL6gxZ
m4 fBxomv LEfxbH+vx1KpbmiMaWrAKm7Nd rbE9QQlUztQQUbp1nRyV15LzE+v0OA9g----- END PKCS12-----

6. Security Considerations

The keys presented in this document should be considered compromised and insecure, because
the secret key material is published and therefore not secret.

Applications which maintain blacklists of invalid key material SHOULD include these keys in
their lists.

7. IANA Considerations

IANA has nothing to do for this document.

8. Document Considerations

[ REC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial changes can be suggested via
merge requests at https://gitlab.com/dkg/lamps-samples or by e-mail to the author. Please direct
all significant commentary to the public IETF LAMPS mailing list: spasm@ietf.org

8.1. Document History
8.1.1. Substantive Changes from -01 to -02
* PKCS#12 objects are deliberately locked with simple passphrases

8.1.2. Substantive Changes from -00 to -01

* changed all three keys to use RSA instead of RSA-PSS
* set keyEncipherment keyUsage flag instead of dataEncipherment in EE certs
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